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3URILOLQJDQG2SWLPL]DWLRQRI6RIWZDUH%DVHG1HWZRUN$QDO\VLV$SSOLFDWLRQV


/RULV'HJLRDQQL0DULR%DOGL)XOYLR5LVVRDQG*LDQOXFD9DUHQQL
'LSDUWLPHQWRGL$XWRPDWLFDH,QIRUPDWLFD
3ROLWHFQLFRGL7RULQR
&RUVR'XFDGHJOL$EUX]]L±7RULQR,WDO\
^ORULVGHJLRDQQLPDULREDOGLIXOYLRULVVRJLDQOXFDYDUHQQL`#SROLWRLW



$EVWUDFW

$ ODUJH VHW RI WRROV IRU QHWZRUN PRQLWRULQJ DQG
DFFRXQWLQJ VHFXULW\ WUDIILF DQDO\VLV DQG SUHGLFWLRQ ²
PRUHEURDGO\ IRUQHWZRUNRSHUDWLRQDQGPDQDJHPHQW²
UHTXLUH GLUHFW DQG HIILFLHQW UHDOWLPH DFFHVV WR GDWD
WUDYHOLQJ RQ WKH QHWZRUN 6RIWZDUH WRROV DUH RIWHQ
SUHIHUUHG EHFDXVH RI WKHLU ORZ FRVW DQG KLJK YHUVDWLOLW\
+RZHYHU WKHVH WRROV DUH RIWHQ FRQVLGHUHG WR VXIIHU IURP
SHUIRUPDQFHSUREOHPVRQKLJKVSHHGQHWZRUNV7KLVSDSHU
GHPRQVWUDWHV WKDW GHVSLWH WKH FRPPRQ EHOLHI WKH
SHUIRUPDQFHOLPLWVIRUVRIWZDUHUHDOWLPHQHWZRUNDQDO\VLV
WRROV DUH VWLOO IDU IURP EHLQJ UHDFKHG DQG LW FDQ HYHQ
LPSURYHG ZLWK OLPLWHG KDUGZDUH VXSSRUW 7KLV ZRUN
DQDO\]HV WKH SHUIRUPDQFH RI D ZLGHO\ XVHG OLEUDU\ IRU
QHWZRUNDQDO\VLV:LQ3FDSKLJKOLJKWVLWVERWWOHQHFNVDQG
SURSRVHV VRPH VROXWLRQV WKDW DOPRVW GRXEOH WKH RYHUDOO
VSHHG WKXV HQDEOLQJ WKH GHSOR\PHQW RI VRIWZDUHEDVHG
WRROVRQKLJKVSHHGQHWZRUNV
 ,QWURGXFWLRQ
7KH FDSDELOLWLHV RI PRGHUQ QHWZRUNV DUH JURZLQJ
FRQVWDQWO\ DORQJ ZLWK WKHLU EDQGZLGWK DQG WKHLU
FRPSOH[LW\ 2SHUDWLRQV OLNH PRQLWRULQJ WURXEOHVKRRWLQJ
DQGVHFXULQJDQHWZRUNDUHEHFRPLQJPRUHFRPSOH[DQG
UHTXLUH ERWK KLJK OHYHOV RI FRPSHWHQFH DQG VSHFLDOL]HG
WRROV 6RPH RI WKHVH WRROV OLNH QHWZRUN DQDO\]HUV
ILUHZDOOV DQG PRQLWRULQJFDSDEOH GHYLFHV DUH EDVHG RQ
SURSULHWDU\ KDUGZDUH +RZHYHU KDUGZDUH VROXWLRQV DUH
XVXDOO\ H[SHQVLYH GLIILFXOW WR GHSOR\ HJ KDUGZDUH
FDQQRW EH GXSOLFDWHG DQG HDVLO\ PRYHG DQG WKH\ KDYH D
ORZGHJUHHRIIOH[LELOLW\FRPSDUHGWRVRIWZDUHVROXWLRQV
6RIDUDIDLUO\ODUJHQXPEHURIVRIWZDUHEDVHGVROXWLRQV
RIWHQ LPSOHPHQWHG DV H[WHQVLRQV WR D VWDQGDUG RSHUDWLQJ
V\VWHPIRUSURYLGLQJVRIWZDUHDSSOLFDWLRQVZLWKUHDOWLPH
DFFHVV WR UDZ QHWZRUN GDWD KDYH EHHQ SURSRVHG 7KHVH
VROXWLRQV DUH XVXDOO\ LPSOHPHQWHG DV OLEUDULHV OLNH WKH
ZHOONQRZQ OLESFDS >@ DQG :LQ3FDS >@ ZKLFK DUH
DYDLODEOHRQD ODUJHQXPEHURIRSHUDWLQJV\VWHPV26HV
7KHVH OLEUDULHV H[SRUW D VHW RI SULPLWLYHV WKDW DOORZ
DSSOLFDWLRQV WR LQWHUDFW ZLWK WKH QHWZRUN ZLWKRXW WKH
LQWHUPHGLDWLRQ RI DQ\ RWKHU OD\HU 6RIWZDUH FRPSRQHQWV
DUH HDV\ WR GHSOR\ DQG YHU\ IOH[LEOH D VLQJOH SDFNHW
FDSWXUHFRPSRQHQWFDQSURYLGHORZOHYHODFFHVVWRDZLGH
UDQJH RI DSSOLFDWLRQV HJ ILUHZDOOV 1$7 VQLIIHUV
QHWZRUN PRQLWRUV HWF 0RUHRYHU WKH\ DUH LQH[SHQVLYH
DQG FDQ EH XSGDWHG HDVLO\ZKLFK LV WKH UHDVRQ IRUPDQ\
SURIHVVLRQDOVSUHIHUULQJVRIWZDUHWRROV IRUPRQLWRULQJDQG
DQDO\]LQJ QHWZRUNV +RZHYHU SHUIRUPDQFH LV WKH
$FKLOOHV¶ KHHO RI VRIWZDUHEDVHG WRROV ZKLFK PDNHV
KDUGZDUH VROXWLRQV DPXVWZKHQ GHDOLQJZLWK KLJKVSHHG
QHWZRUNV$OWKRXJKFXUUHQW&38VDUHYHU\SRZHUIXOWKHUH
LV VWLOO QR ZD\ WR SHUIRUP VRIWZDUH UHDOWLPH WUDIILF
DQDO\VLVRQDOLQNVRSHUDWLQJDWPXOWLJLJDELWVSHHGV
'HVSLWH D FHUWDLQ GHJUHH RI KLJKOHYHO UHVHDUFK E\
VHYHUDO WHDPV DOO DURXQG WKH ZRUOG QRWDEO\ >@ >@
LPSURYLQJ WKH RYHUDOO SHUIRUPDQFH RI D QHWZRUN DQDO\VLV
WRRO LVVWLOODQRSHQ LVVXH7KHELJJHVWSUREOHPRIFXUUHQW
DSSURDFKHVLVWKDWWKH\IRFXVRQVRPHVSHFLILFFRPSRQHQWV
RI WUDIILF DQDO\VLV IRU H[DPSOH SDFNHW ILOWHULQJ DQG
SURSRVHVROXWLRQV IRU LPSURYLQJ WKHSHUIRUPDQFHRI WKHVH
IXQFWLRQV  7KH RXWFRPH RI WKLV ZRUN VKRZV WKDW WKLV
DSSURDFKLVQRWHIIHFWLYHJLYHQWKDWXVHUVDUHLQWHUHVWHGLQ
WKHSHUIRUPDQFHRIWKHZKROHWUDIILFDQDO\VLVV\VWHPUDWKHU
WKDQDVLQJOHFRPSRQHQW6SHFLILFDOO\WKLVZRUNLGHQWLILHV
WKHFRPSRQHQWVLQYROYHGLQQHWZRUNDQDO\VLVDQGPHDVXUHV
WKHLU UHODWLYH ZHLJKW $ VHW RI RSWLPL]DWLRQV LV WKHQ
LPSOHPHQWHG LQ DQ H[SHULPHQWDO YHUVLRQ RI WKH:LQ3FDS
OLEUDU\ DQG WHVWHG ZLWK WKH DLP RI TXDQWLI\LQJ WKH
LPSURYHPHQW $V VKRZQ E\ WKH REWDLQHG ILJXUHV
RSWLPL]LQJ D FRPSRQHQW WKDW DFFRXQWV IRU D VPDOO
SHUFHQWDJH RI WKH RYHUDOO V\VWHP SHUIRUPDQFH LV QRW
SDUWLFXODUO\EHQHILFLDOIURPWKHHQGXVHUSRLQWRIYLHZ
7KLVSDSHU LV RUJDQL]HGDV IROORZV6HFWLRQSURYLGHV
DQ RYHUYLHZ RI UHODWHG UHVHDUFK DFWLYLWLHV 6HFWLRQ 
GHVFULEHV WKHDUFKLWHFWXUHRI:LQ3FDSDVDQH[DPSOHRID
W\SLFDO FRPSRQHQW WKDW H[WHQGV WKH 26 WR SHUPLW UDZ
DFFHVV WR WKH GDWD WUDYHOLQJ RQ WKH QHWZRUN 6HFWLRQ 
SUHVHQWVWKHUHVXOWVRIDGHWDLOHGSHUIRUPDQFHHYDOXDWLRQE\
FKDUDFWHUL]LQJ HDFK FRPSRQHQW LQYROYHG LQ VRIWZDUH
DQDO\VLV LQFOXGLQJ FDSWXUHVSHFLILF FRPSRQHQWV 26 DQG
DSSOLFDWLRQOHYHO DVSHFWV 6HFWLRQ  VKRZV D VHW RI
RSWLPL]DWLRQV TXDQWLI\ WKHLU UHODWLYH LPSRUWDQFH DQG
PHDVXUHV KRZ WKH\ DIIHFW WKH RYHUDOO FDSWXUH SURFHVV
)LQDOO\FRQFOXVLYHUHPDUNVDUHPDGHLQ6HFWLRQ
 5HODWHG:RUN
7KH&086WDQIRUG SDFNHW ILOWHU >@ RU&63) LV WKH
ILUVWSXEOLFO\DYDLODEOHV\VWHPIRUSDFNHWILOWHULQJDQGXVHU
OHYHO DFFHVV WR WKH GDWDOLQN OD\HU DQG DQFHVWRU RI PRVW
FXUUHQW VROXWLRQV ,W LQWURGXFHG DPRQJ RWKHU WKLQJV WKH
FRQFHSWRIDILOWHULQJYLUWXDOPDFKLQHZKLFKLVEDVLFDOO\D
YLUWXDO &38 ZLWK UHJLVWHUV HWF ZLWK D FRPSDFW DQG
HIILFLHQWLQVWUXFWLRQVHWWDUJHWHGWRSDFNHWILOWHULQJ$ILOWHU
LV FRPSLOHG WR D VPDOO SURJUDP H[HFXWDEOH RQ WKH YLUWXDO
PDFKLQH
2QHRI WKHPRVW LPSRUWDQWDGYDQFHVLQ WKHILHOG LVGXH
WR 0F&DQQH DQG 9DQ -DFREVRQ ZKR SXEOLVKHG WKH
%HUNHOH\ 3DFNHW )LOWHU %3) >@ LQ  7KLV LPSURYHV
&63) E\ OLPLWLQJ WKH QXPEHU RI FRSLHV SDFNHWV XQGHUJR
DQG E\ GHILQLQJ D QHZ PRUH HIILFLHQW UHJLVWHUEDVHG
YLUWXDOSURFHVVRUZLWKDVPDOOEXWFRPSOHWHLQVWUXFWLRQVHW
LHEDVLFDOO\ORDGVWRUHFRPSDUHDQGMXPSLQVWUXFWLRQV
%6'GHULYHG26HV VWLOO SURYLGH%3) DV D GHIDXOW FDSWXUH
IDFLOLW\RWKHUV\VWHPVKDYHFRPSDWLEOHLPSOHPHQWDWLRQVDV
ZHOO 7KH%3) YLUWXDO SURFHVVRU LV WKH SUHIHUUHG EDVH IRU
WKHlibpcapOLEUDU\
7KH 0DFK 3DFNHW )LOWHU 03) >@ 3DWK)LQGHU >@
'3) >@%3) >@DUHH[DPSOHVRIZRUNV IRFXVLQJRQ
LPSURYLQJWUDIILFDQDO\VLVSHUIRUPDQFHE\IRFXVLQJRQWKH
ILOWHULQJSURFHVV3DFNHWFODVVLILFDWLRQ>@DQRWKHU WUDIILF
DQDO\VLV FRPSRQHQW WKDW LV FRQFHSWXDOO\ YHU\ VLPLODU WR
SDFNHW ILOWHULQJ JRW D ORW RI DWWHQWLRQ DOVR EHFDXVH RI LWV
UROHLQWKHSDFNHWIRUZDUGLQJSURFHVVZLWKLQURXWHUV
2Q WKH RWKHU VLGH RQO\ D IHZ ZRUNV IRFXV RQ RWKHU
DVSHFWVRISDFNHWFDSWXUHOLNHEXIIHULQJDQGFRS\LQJ7KH
1)5 WHDP SURSRVHG DQ HQKDQFHG YHUVLRQ RI %3)ZLWK D
ELJJHUEXIIHUDQGH[DPLQHGWKHSRVVLELOLW\WRXVHDVKDUHG
EXIIHU WR SUHYHQW SDFNHWV IURP EHLQJ FRSLHG WZLFH>@
:LQ3FDS >@ DQ RSHQVRXUFH:LQGRZV OLEUDU\ LPSURYHV
libpcap E\ LPSOHPHQWLQJ D PRUH HIILFLHQW EXIIHULQJ
V\VWHPZLWK UHVSHFW WR WKHPHPRU\RFFXSDQF\+RZHYHU
QR SUHYLRXVZRUN IRFXVHGRQ WKHZKROH DQDO\VLV SURFHVV
ZKLFK LV WKH REMHFWLYH RI WKLV SDSHU7KH REWDLQHG UHVXOWV
VKRZKRZH[LVWLQJRSWLPL]DWLRQVDFFRXQWRQO\IRUDVPDOO
SHUFHQWDJHRIWKHRYHUDOOFRVW LQWHUPVRIH[HFXWLRQWLPH
RIWKHFDSWXUHSURFHVV
 3DFNHW&DSWXUH$UFKLWHFWXUHV
7KLV 6HFWLRQ GHILQHV WKHPRGHO XVHG LQ WKH FRQWH[W RI
WKLV ZRUN E\ LGHQWLI\LQJ WKH FRPSRQHQWV RI D W\SLFDO
DUFKLWHFWXUH IRU SDFNHW FDSWXUH DQG WUDIILF DQDO\VLV
3DUWLFXODUO\ ZH IRFXV RQ WKH SDWK IROORZHG E\ D SDFNHW
WKDW LV UHFHLYHG E\ WKH 1HWZRUN ,QWHUIDFH &DUG 1,&
WUDQVIHUUHG WR WKH ZRUNVWDWLRQ PDLQ PHPRU\ DQG WR WKH
ILQDO DSSOLFDWLRQ WKURXJK WKH LQWHUPHGLDWLRQ RI D GHYLFH
GULYHUDQGWKH26(YHQWKRXJKWKH13)1HW*URXS3DFNHW
)LOWHU>@ DUFKLWHFWXUH ZKLFK LV GHULYHG IURP %3) DQG
HPEHGGHG LQ WKH :LQ3FDS OLEUDU\ LV RIWHQ VSHFLILFDOO\
UHIHUUHGWRWKHEDVLFSULQFLSOHVDUHFRPPRQWRPDQ\RWKHU
VROXWLRQV7KHVWHSVDQGLQYROYHGFRPSRQHQWVUHTXLUHGE\
:LQ3FDS WR SURFHVV DQ LQFRPLQJSDFNHW DQGGHOLYHU LW WR
WKHDSSOLFDWLRQDUHVKRZQLQ)LJXUHDQG)LJXUH
 1HWZRUN&DUGDQG1,&'HYLFH'ULYHU
0RGHUQ1,&VKDYHD WUXO\ OLPLWHGDPRXQWRIRQERDUG
PHPRU\XVXDOO\DIHZ.E\WHV7KLVPHPRU\LVUHTXLUHGWR
HQDEOH WKH UHFHLYLQJ DQG VHQGLQJ SDFNHWV DW WKH IXOO OLQN
VSHHG LQGHSHQGHQWO\ RI WKH KRVWZRUNVWDWLRQ FDSDELOLWLHV
0RUHRYHU1,&VSHUIRUPVRPHSUHOLPLQDU\FKHFNVVXFKDV
&5& HUURUV VKRUW (WKHUQHW IUDPHV ZKLOH SDFNHWV DUH
VWRUHGLQ WKHRQERDUGPHPRU\VRWKDW LQYDOLGIUDPHVFDQ
EHGLVFDUGHGLPPHGLDWHO\
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)LJXUH13)6WUXFWXUH
$IWHUDYDOLGSDFNHWKDVEHHQUHFHLYHGE\WKH1,&WKLV
JHQHUDWHV D UHTXHVW WRZDUG WKH EXV FRQWUROOHU IRU D EXV
PDVWHULQJGDWDWUDQVIHU$WWKLVSRLQWWKH1,&WDNHVFRQWURO
RI WKH EXV WUDQVIHUV WKH SDFNHW WR WKH 1,& EXIIHU LQ WKH
ZRUNVWDWLRQ¶V PDLQ PHPRU\ VHH )LJXUH  UHOHDVHV WKH
EXV DQG JHQHUDWHV D KDUGZDUH LQWHUUXSW WRZDUG WKH
$GYDQFHG3URJUDPPDEOH,QWHUUXSW&RQWUROOHU$3,&FKLS
7KLV FKLS ZDNHV XS WKH 26 LQWHUUXSW KDQGOLQJ URXWLQH
ZKLFK WULJJHUV WKH ,QWHUUXSW 6HUYLFH 5RXWLQH ,65 RI WKH
1,&GHYLFHGULYHU
7KH,65RIDZHOOZULWWHQGHYLFHGULYHUKDVOLWWOHWRGR
%DVLFDOO\LWFKHFNVLIWKHLQWHUUXSWUHODWHVWRLWVHOIDVLQJOH
LQWHUUXSW FDQ EH VKDUHG DPRQJ VHYHUDO GHYLFHV LQ [
PDFKLQHVDQGDFNQRZOHGJHVLW7KHQWKH,65VFKHGXOHVD
ORZHUSULRULW\ IXQFWLRQ FDOOHG'HIHUUHG 3URFHGXUH &DOO
RU'3& WKDWZLOO ODWHU SURFHVV WKH KDUGZDUH UHTXHVW DQG
QRWLI\ WKHXSSHUOD\HU GULYHUV LH SURWRFRO OD\HUGULYHUV
SDFNHW FDSWXUH GULYHUV WKDW D SDFNHW KDV EHHQ UHFHLYHG
7KH&38ZLOOSURFHVV WKH'3&URXWLQHZKHQQRLQWHUUXSW
UHTXHVWVDUHSHQGLQJ ,QWHUUXSWVFRPLQJ IURP WKH1,&DUH
GLVDEOHGZKHQD1,&GHYLFHGULYHULVSHUIRUPLQJLWVZRUN
EHFDXVH WKH SURFHVVLQJ RI D SDFNHW KDV WR EH FRPSOHWHG
EHIRUH WKH QH[W RQH LV VHUYHG 0RUHRYHU VLQFH LQWHUUXSW
JHQHUDWLRQ LVDYHU\FRVWO\RSHUDWLRQPRGHUQ1,&VDOORZ
PRUHWKDQRQHSDFNHWWREHWUDQVIHUUHGLQWKHFRQWH[WRID
VLQJOH LQWHUUXSW VR WKDW DQ XSSHUOD\HU GULYHU LV DEOH
SURFHVVVHYHUDOSDFNHWVHDFKWLPHLWLVDFWLYDWHG

5$0 '3&
1,&EXIIHU .HUQHOEXIIHU
1,& QHWZRUNLQWHUIDFHFDUG
'3& GHIHUUHGSURFHGXUHFDOO
&DSWXUH
'ULYHU 5$0
8VHUOHYHO
DSSOLFDWLRQV1,&

)LJXUH3DWKIURP1,&WRDSSOLFDWLRQV
 3DFNHW&DSWXUH'ULYHU
3DFNHW FDSWXUH FRPSRQHQWV DUH XVXDOO\ WUDQVSDUHQW WR
RWKHU VRIWZDUH PRGXOHV OLNH SURWRFRO VWDFNV WKXV QRW
LQIOXHQFLQJ WKH VWDQGDUG V\VWHP¶V EHKDYLRU 7KH\ MXVW
LQVHUWDKRRNLQWKHV\VWHPVRWKDWWKH\FDQEHQRWLILHG²
XVXDOO\ WKURXJK D FDOOEDFN IXQFWLRQ FDOOHG tap() — DV
VRRQ DV D QHZ SDFNHW DUULYHV IURP WKH QHWZRUN 3DFNHW
FDSWXUH FRPSRQHQWV DUH XVXDOO\ LPSOHPHQWHG DV QHWZRUN
SURWRFROVGULYHUVLQ:LQ
7KHILUVWDFWLRQSHUIRUPHGE\WKHtap()LVILOWHULQJLH
SDFNHWVDUHDQDO\VHGWRGHWHFWZKHWKHUWKH\DUHLQWHUHVWLQJ
IRU WKH XVHU %HLQJ GHULYHG IURP WKH %3) WKH ILOWHULQJ
HQJLQHRI13) LV DYLUWXDOSURFHVVRUZLWK D VLPSOH VHWRI
LQVWUXFWLRQV WKDW LVDEOH WRSHUIRUPVRPHEDVLFSURFHVVLQJ
RQDJHQHULFEXIIHURIE\WHV²WKHSDFNHWGXPS:LQ3FDS
DQGlibpcapSURYLGHVDXVHUOHYHO$3,WKDWWUDQVIRUPV
D KLJK OHYHO H[SUHVVLRQ HJ ³SLFN XS DOO8'3 SDFNHWV´
LQWRDVHWRISVHXGRLQVWUXFWLRQVHJ³LIWKHethertype
ILHOG RI WKH (WKHUQHW KHDGHU LV ,3 DQG WKH protocol 
type ILHOG RI WKH ,3 KHDGHU LV HTXDO WR  WKHQ UHWXUQ
true´DQGVHQGVWKHPWRWKHILOWHULQJPDFKLQHDFWLYDWLQJ
LW7KHSUHVHQWHGDUFKLWHFWXUHDSSOLHVWKHILOWHUWRWKHSDFNHW
ZKLOH LW LV VWLOO LQ WKH 1,& GULYHU¶V EXIIHU WKXV DYRLGLQJ
IXUWKHU FRSLHV RI QRQFRQIRUPDQW SDFNHWV DOWKRXJK WKH\
DOUHDG\ FRQVXPHG EXV UHVRXUFHV EHFDXVH WKH KDYH EHHQ
WUDQVIHUUHGLQWRWKHV\VWHPPHPRU\
3DFNHWV DFFHSWHG E\ WKH ILOWHU DUH DVVRFLDWHG ZLWK
SK\VLFDO OD\HU LQIRUPDWLRQ VXFK DV OHQJWK DQG UHFHSWLRQ
WLPHVWDPSWKDWPLJKWEHXVHIXOIRUDSSOLFDWLRQVDFFHVVLQJ
DQGSURFHVVLQJWKHP3DFNHWVDUHWKHQFRSLHGLQWRDEXIIHU
XVXDOO\ NQRZQ DV NHUQHO EXIIHU WKDW VWRUHV SDFNHWV
DZDLWLQJWREHWUDQVIHUUHGWRXVHUOHYHOVHH)LJXUH7KH
VL]H DQG WKH DUFKLWHFWXUH RI WKLV EXIIHU DUH LPSRUWDQW
SDUDPHWHUVIRUWKHSHUIRUPDQFHRIWKHFDSWXUHSURFHVV)RU
LQVWDQFH D ODUJH DQG ZHOOHQJLQHHUHG EXIIHULQJ V\VWHP LV
DEOH WR FRPSHQVDWH IRU WKH VORZQHVV RI XVHUOHYHO
DSSOLFDWLRQV GXULQJ EXUVWV DQG WR UHGXFH WKH QXPEHU RI
V\VWHP FDOOV UHTXLUHG WR WUDQVIHU GDWD IURP WKH FDSWXUH
GULYHULHNHUQHOEXIIHUWRWKHDSSOLFDWLRQ
8VHUOHYHODSSOLFDWLRQVUHWULHYHSDFNHWVIURPWKHNHUQHO
EXIIHUE\PHDQVRIDreadOLNHV\VWHPFDOO:KHQ13)LV
GHSOR\HG WKLV FDOO WULJJHUV WKH LQYRFDWLRQ RI WKH KRRN
IXQFWLRQread() VHH)LJXUHZKLFKFKHFNV WKHVWDWXV
RI WKH 13) NHUQHO EXIIHU LI WKH EXIIHU LV QRW HPSW\ LWV
FRQWHQWLVWUDQVIHUUHGWRDXVHUDOORFDWHGPHPRU\LQGLFDWHG
DVXVHUEXIIHU LQ )LJXUH 7KH DSSOLFDWLRQ LV DZRNHQ DV
VRRQDVWKHGDWDKDVEHHQFRSLHGWRXVHUOHYHOVRWKDWLWFDQ
EHJLQSURFHVVLQJWKHSDFNHWV
 3HUIRUPDQFHHYDOXDWLRQ
7KLV VHFWLRQ SUHVHQWV WKH UHVXOWV RI D GHWDLOHG
PHDVXUHPHQWFDPSDLJQRQDQHWZRUNDQDO\VLVV\VWHP7KH
REMHFWLYH LV WR GHWHUPLQH WKH HIILFLHQF\ RI WKH FDSWXUH
SURFHVV DV D ZKROH DQG WKH H[DFW DPRXQW RI UHVRXUFHV
UHTXLUHGE\HDFKRIWKHFRPSRQHQWVGHVFULEHGLQ6HFWLRQ
,Q RUGHU WR EH DV JHQHUDO DV SRVVLEOH SURFHVVLQJ FRVWV
DUH H[SUHVVHG LQ &38 FORFN F\FOHV ,Q IDFW WKLV
PHDVXUHPHQWXQLWFDQEHXVHGWRFRPSDUHWKHSHUIRUPDQFH
RI VLJQLILFDQWO\ GLIIHUHQW V\VWHPV EHFDXVH LW GRHV QRW
GHSHQGRQDEVROXWHWLPHDQG&38VSHHG
 7HVWEHG
)LJXUH  VKRZV WKH WHVWEHG XVHG IRU WKH SURILOLQJ WZR
3&VGLUHFWO\ FRQQHFWHG WKURXJKD)DVW(WKHUQHW OLQN2QH
3&DFWVDVWUDIILFJHQHUDWRUZKLOHWKHRWKHULVXVHGIRUWKH
DFWXDOWHVWVDQGKDVEHHQLQVWDOOHGZLWKDPRGLILHGYHUVLRQ
RI :LQ3FDS WKDW LQFOXGHV SURILOLQJ H[WHQVLRQV IRU
PHDVXUHPHQW SXUSRVHV 3DUWLFXODUO\ SURILOLQJ H[WHQVLRQV
PDNHXVHRISHUIRUPDQFHPRQLWRULQJFRXQWHUVDYDLODEOHLQ
WKH 3HQWLXP IDPLO\ RI PLFURSURFHVVRUV >@ >@ (YHU\
SURFHVVRU RI WKLV IDPLO\ KDV D FHUWDLQ QXPEHU RI LQWHUQDO
FRXQWHUV ZKRVH W\SHDQGQXPEHUYDULHV DFFRUGLQJ WR WKH
SURFHVVRUPRGHOWKDWFDQEHSURJUDPPHGWRNHHSWUDFNRI
HYHQWV VXFK DV WKH QXPEHU RI LQVWUXFWLRQV GHFRGHG WKH
QXPEHURILQWHUUXSWVUHFHLYHGWKHQXPEHURIFDFKHORDGV
DQG PRUH )RU H[DPSOH WKH CPU_CLK_UNHALTED
FRXQWHU VWRUHV WKH QXPEHU RI HIIHFWLYH FORFN F\FOHV VSHQW
E\ WKH &38 LQ D JLYHQ WLPH LQWHUYDO GLVFULPLQDWLQJ
EHWZHHQ WKH RQHV FRQVXPHG DW XVHUOHYHO DQG WKH RQHV
FRQVXPHG DW NHUQHOOHYHO $ SURJUDP FDQ UHWULHYH WKHVH
FRXQWHUVE\PHDQVRIWKHrdpmcLQVWUXFWLRQ
$QRWKHU SURILOLQJ H[WHQVLRQ PDNHV XVH RI D FXVWRP
'\QDPLF/LQN/LEUDU\'//WKDWFDQEHXVHGE\DNHUQHO
GULYHU WR PHDVXUH WKH &38 FORFNV UHTXLUHG E\ D VSHFLILF
SRUWLRQRIFRGH7KLVOLEUDU\XVHVWKHrdtsc5HD'7LPH
6WDPS &RXQWHU [ LQVWUXFWLRQ WR GHWHUPLQH WKH H[DFW
DPRXQW RI FORFN WLFNV FRQVXPHG E\ WKH &38 GXULQJ WKH
H[HFXWLRQRIWKHJLYHQFRGH
)LQDOO\ SURILOLQJ H[WHQVLRQV XVH VDPSOLQJ WHFKQLTXHV
DYDLODEOH WKRXJK WKH ,QWHO 9WXQH 3HUIRUPDQFH $QDO\]HU
>@WKH&38LVIUR]HQDWSUHFLVHLQWHUYDOVDQGLWVVWDWHLV
LQVSHFWHG WR GHWHUPLQH ZKLFK GULYHUIXQFWLRQ LV EHLQJ
H[HFXWHG 7KLV VDPSOLQJ SURFHVV FRQWLQXHG RYHU D
VLJQLILFDQW DPRXQW RI WLPH JLYHV D VWDWLVWLFDO LQVLJKW RQ
ZKLFK VRIWZDUHPRGXOHV DUH LQYROYHG LQWR SDFNHW FDSWXUH
DQGWKHLUUHODWLYHZHLJKW
7KHWZR3&VDUHHTXLSSHGZLWKQHWZRUNDGDSWHUVIURP
GLIIHUHQW YHQGRUV $ &RP & *LJDELW (WKHUQHW
QHWZRUNFDUGRSHUDWHGDW0EV WRDYRLGVDWXUDWLRQRI
WKH KRVW FRPSXWHU KDUGZDUHZDV XVHGPRVW RI WKH WLPHV
EHFDXVH RI LWV H[FHOOHQW SHUIRUPDQFH 6RPH GHWDLOHG
DQDO\VLV ZDV SHUIRUPHG DOVR RQ DQ ,QWHO  )DVW
(WKHUQHW DGDSWHU EHFDXVH RI WKH DYDLODELOLW\ RI WKH VRXUFH
FRGHRILWVGULYHUZKLFKZDVSURYLGHGE\0LFURVRIWLQWKH
'ULYHU'HYHORSPHQW.LW>@7KLVLVRQHRIWKHIHZFDVHVLQ
ZKLFK WKH VRXUFH FRGH RI D 1,& GULYHU IRU :LQGRZV LV
DYDLODEOHDQGDOORZHGDPRUHSUHFLVHVWXG\RISHUIRUPDQFH
DQGERWWOHQHFNV
3DFNHW
&DSWXUH
7UDIILF
*HQHUDWRU
6HQGHU 5HFHLYHU
'XDO;HRQ*K]
*%5$0*%+'
&RP&*LJDELWFRSSHUDGDSWHU
3HQWLXP,9*K]
*%5$0*%+'
&RP&*LJDELW(WKHUQHWFRSSHUDGDSWHU
RU,QWHO)DVW(WKHUQHWFRSSHUDGDSWHU 
)LJXUH7HVWEHG
$ WUDIILF JHQHUDWRU WRRO DEOH WR JHQHUDWH EXUVWV RI
SDFNHWVZLWKSUHFLVH IUDPH UDWH LV LQVWDOOHGRQRQH RI WKH
3&V7KHJHQHUDWHGWUDIILFLVGLUHFWHGWRDQRQH[LVWHQWKRVW
RQWKHQHWZRUNVRWKDW WKHSURWRFROVWDFNVRIWKHWZR3&V
DUH QRW DIIHFWHG E\ WKH WUDIILF %RWK 3&V ZHUH UXQQLQJ
0LFURVRIW :LQGRZV ;3 3URIHVVLRQDO 7HVWV ZHUH FDUULHG
RQDWGLIIHUHQWSDFNHWUDWHVDOWKRXJKPRVWRIWKHPUHIHUWR
WKHPD[LPXPQXPEHURIIUDPHVSHUVHFRQGVDOORZHGRQD
)DVW(WKHUQHWOLQNIUDPHVVHFZLWKE\WHVIUDPH
VL]HZKLFKLVWKHZRUVWRSHUDWLQJFRQGLWLRQVIRUDSDFNHW
PRQLWRULQJDQGDQDO\VLVWRROLQWHUPVRI&38SURFHVVLQJ
7HVWWUDIILFSDWWHUQLVIDLUO\VLPSOHFRQVWDQWIUDPHUDWH
EHFDXVH RXU REMHFWLYH LV WR WHVW WKH VRIWZDUH XQGHU WKH
PD[LPXP ORDG IRU ORQJ SHULRG RI WLPH 7KXV PRUH
UHDOLVWLF WUDIILF SDWWHUQV HJ YDULDEOH VL]H EXVWV 3RLVVRQ
DUULYDO UDWHV HWF DUH RXW RI VFRSH VLQFH WKH\ UHSUHVHQW D
EHWWHURSHUDWLQJFRQGLWLRQFRPSDUHGWRRXUFKRLFH
 ([WHUQDOSURFHVVLQJFRVW
3URFHVVLQJ D SDFNHW LQYROYHV VHYHUDO FRPSRQHQWV OLNH
WKH1,&GULYHU DQG WKH26ZKLFK DUH QRW VWULFWO\ SDUW RI
WKH FDSWXUH DUFKLWHFWXUH 7KH FRVW DVVRFLDWHG ZLWK WKH
LQWHUYHQWLRQRIVXFKFRPSRQHQWVLQWHUPVRIWKHWLPHWKH\
UHTXLUH WR SURFHVV D SDFNHW LV FDOOHG H[WHUQDO SURFHVVLQJ
FRVWDQGLVVKRZQWREHRISULPDU\LPSRUWDQFH
 2SHUDWLQJ6\VWHP
7KH26LV WKHILUVWVRIWZDUHFRPSRQHQWLQYROYHGZKHQ
WKH QHWZRUN FDUG UHFHLYHV D SDFNHW 7KH FRVW RI 26
SURFHVVLQJ YDULHV ZLWK WKH SDFNHW UDWH EXW LW LV PRVWO\
SURSRUWLRQDO WR WKH QXPEHU RI LQWHUUXSWV ZKLFK LV WKH
PHFKDQLVP XVHG E\ WKH1,& WR LQIRUP WKH V\VWHP WKDW D
SDFNHWKDVEHHQ UHFHLYHGDQG LW LVZDLWLQJ IRUSURFHVVLQJ
3DUWLFXODUO\ HYHU\ LQWHUUXSW UHTXLUHV DSSUR[LPDWHO\ 
FORFN F\FOHV RQ RXU WHVW PDFKLQH ,Q WKH WHVWV WKH &RP
1,& JHQHUDWHG  LQWHUUXSWVHF DW . ISV ZKLFK
FRUUHVSRQG WR DQ DYHUDJH RI  FORFN F\FOHV SHU IUDPH
7KLV FRVW YDULHV ZLWK GLIIHUHQW DGDSWHUV DQG IUDPH UDWHV
DQGLVGXHWRWKH26NHUQHOIRUSHUIRUPLQJRSHUDWLRQVOLNH
LQWHUUXSW KDQGOLQJ )RU LQVWDQFH ZLWK WKH DGDSWHUV XQGHU
WHVW WKUHH26 IXQFWLRQVDFFRXQW IRU D UHPDUNDEOH DPRXQW
RIFORFNF\FOHVHalBeginSystemInterrupt()WKDW
UDLVHV WKH FXUUHQW LQWHUUXSW OHYHO DQG PDVNV WKH LQWHUUXSW
FRQWUROOHU KeDispatchInterrupt() WKDW H[HFXWHV
WKH '3& URXWLQH RI WKH 1,& GULYHU DQG
KeInitializeInterrupt() WKDW LV XQGRFXPHQWHG
EXW LW ZLOO SUREDEO\ GHFUHDVH WKH FXUUHQW LQWHUUXSW OHYHO
DQGXQPDVNWKHLQWHUUXSWFRQWUROOHU
 1,&DQGGHYLFHGULYHU
$OWKRXJK WKH QHWZRUN FDUG SHUIRUPV LWV MRE ZLWKRXW
UHTXLULQJDQ\HIIRUWIURPWKHFHQWUDO&38LWVEHKDYLRUFDQ
LQIOXHQFHVRPHRWKHUFRPSRQHQWVQRWDEO\WKH26DQGWKH
GHYLFH GULYHU SURFHVVLQJ )RU LQVWDQFH WKH QXPEHU RI
LQWHUUXSWV WREH VHUYHG ZKLFK LQIOXHQFH WKH26FRVWDQG
WKHQXPEHURI,2RSHUDWLRQVWRDFFHVVUHJLVWHUVRQWKH1,&
ZKLFKLQIOXHQFHWKHGHYLFHGULYHUFRVWKDYHDVLJQLILFDQW
LPSDFW RQ SHUIRUPDQFH 5HIHUULQJ WR WKH ODWWHU FRVW WKH
,65 IXQFWLRQ ZKLFK LV XVXDOO\ FDOOHG RQFH IRU HDFK
LQWHUUXSWDQGLWLVWKHILUVWIXQFWLRQRIWKHGHYLFHGULYHULV
YHU\ VLPSOH EXW TXLWH FRVWO\ DERXW  FORFN F\FOHV
EHFDXVHLWSHUIRUPVDFRXSOHRI,2RSHUDWLRQVRQWKH1,&
WRVLJQDOWKDWWKHGULYHULVFXUUHQWO\KDQGOLQJVRPHSDFNHW
3HUIRUPDQFHFDQEHLPSURYHGE\EHLQJDEOHWRUHWULHYH
VHYHUDOSDFNHWVIURPWKH1,&EXIIHULQUHVSRQVHWRDVLQJOH
LQWHUUXSWLIWKHORDGH[FHHGVDFHUWDLQYDOXH7KLVGHFUHDVHV
WKH26 FRVW VPDOOHU QXPEHU RI LQWHUUXSW DQG WKH GULYHU
FRVW VPDOOHU QXPEHU RI ,2RSHUDWLRQV RQ WKH FDUG7KH
REWDLQHG UHVXOWV VKRZ WKDW WKH QXPEHU RI SDFNHWV SHU
LQWHUUXSWWUDQVIHUUHGJURZVDERXWOLQHDUO\ZLWKWKHQHWZRUN
ORDG)RULQVWDQFHWKH&RP1,&UHDFKHVDQDYHUDJHYDOXH
RI  IUDPHV VHUYHG SHU LQWHUUXSW FRUUHVSRQGLQJ WR
 LQWHUUXSWVHF ZKHQ UHFHLYLQJ . IUDPHV SHU
VHFRQG7KLVPHDQVWKDWWKHUHODWLYHRYHUKHDGRIORZOHYHO
FRPSRQHQWV LQWHUUXSW KDQGOLQJ 1,& GULYHU RQ SDFNHW
SURFHVVLQJ LV KLJKHU IRU ORZ SDFNHW UDWHV DQG EHFRPHV
SURJUHVVLYHO\OHVVVLJQLILFDQWIRUJURZLQJSDFNHWUDWHV
$FFRUGLQJ WRRXU WHVWV WKHFRVWSHUSDFNHWRI WKH1,&
GULYHUDWWKHPD[LPXPUDWHRISDFNHWVSHUVHFRQG
ZKHQ XVHG LQ FRQMXQFWLRQ ZLWK :LQ3FDS ZLWK QR RWKHU
SURWRFROVDFWLYHRQWKHPDFKLQHLVFORFNF\FOHVZLWK
WKH ,QWHO  DGDSWHU DQG  FORFN F\FOHV ZLWK WKH
&RP&DGDSWHU
)LQDOO\ WKHUH LV DQ DGGLWLRQDO FRVW WKDW FDQQRW EH
TXDQWLILHG3DFNHWVDUHWUDQVIHUUHGIURPWKH1,&FDUGWRWKH
PDLQ PHPRU\ WKURXJK D EXVPDVWHULQJ WUDQVIHU ZKLFK
GRHVQRWFRQVXPH&38FORFNV+RZHYHUWKHEXVZKLFKLV
D UHVRXUFH DQ\ZD\ LV EXV\ GXULQJ WKH WUDQVIHU )RU KLJK
ORDGVWKLVFDQEHDQRQQHJOLJLEOHFRVWHYHQLIWKLVSURFHVV
GRHV QRW FRQVXPH DSSDUHQWO\ DQ\ &38 FORFNV EHFDXVH
WKHEXVLVXQDYDLODEOHDQGLWFDQGHOD\&38UHTXHVWV
 &DSWXUHGULYHU
7KLV6HFWLRQDQDO\VHVWKHFRVWRIDOOFRPSRQHQWVRIWKH
FDSWXUH GULYHU LH WKH FRVW RI WKH SDFNHW SDWK IURP WKH
1,&GHYLFHGULYHUDQG26WRWKHXVHUOHYHODSSOLFDWLRQ
 )LOWHULQJSURFHVV
7KH ILOWHULQJ SURFHVV GHVHUYHV SDUWLFXODU DWWHQWLRQ
EHFDXVHLWLVWKHRQO\FRPSRQHQWWKDWKDQGOHVDOOLQFRPLQJ
SDFNHWV 2EYLRXVO\ LWV FRVW GHSHQGV QRW RQO\ RQ WKH
HIILFLHQF\ RI WKH ILOWHULQJ HQJLQH EXW DOVR RQ WKH
FRPSOH[LW\RIWKHILOWHULHRQWKHQXPEHURIFKHFNVWKDW
DUHWREHGRQHRQHDFKSDFNHW)LJXUHVKRZVWKHFRVWRI
WKUHH ILOWHUV LQ RUGHU RI LQFUHDVLQJ FRPSOH[LW\ D VLPSOH
RQHWKDWDFFHSWVRQO\,3SDFNHWVLWUHTXLUHVWKHH[HFXWLRQ
RISVHXGRLQVWUXFWLRQVRIWKH13)YLUWXDOSURFHVVRURQH
WKDW FKHFNV WKH SDFNHW¶V 7&3 SRUW DJDLQVW  GLIIHUHQW
YDOXHV SVHXGRLQVWUXFWLRQV DQG DPRUH FRPSOH[RQH
WKDWFKHFNVWKHSDFNHWDJDLQVW,3DGGUHVVHVDQG7&3
SRUWVSVHXGRLQVWUXFWLRQV

+ 6LQFH WKLV FRVW GHSHQGV VROHO\ RQ WKH 1,& DQG WKH V\VWHP EXV
DUFKLWHFWXUH LW KDV QR UHODWLRQVKLSZLWK FORFN F\FOHV +RZHYHUZH XVH
WKLVPHDVXUHPHQWXQLWIRUFRKHUHQFHZLWKWKHUHVWRIWKHSDSHU
3DFNHWVDUHJHQHUDWHGVRWKDWDOOWKHILOWHULQJFRGHPXVW
EH H[HFXWHG EHIRUH WKH ILOWHU UHWXUQV $V H[SHFWHG WKH
QXPEHURIFORFNF\FOHVJURZVOLQHDUO\ZLWKWKHQXPEHURI
LQVWUXFWLRQVDVVKRZQLQ)LJXUH7\SLFDOILOWHUVUHTXLUHD
IHZKXQGUHGVFORFNF\FOHV
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LQVWUXFWLRQV LQVWUXFWLRQV LQVWUXFWLRQV
&ORFN&\FOHV

)LJXUH)LOWHUVZLWKGLIIHUHQWFRPSOH[LW\
 0HPRU\FRSLHV
$VH[SODLQHGLQ6HFWLRQHYHU\SDFNHWLVFRSLHGWZLFH
LQ WKHPDLQPHPRU\ EHIRUH UHDFKLQJ WKH XVHU )LJXUH 
WKH ILUVW FRS\ WUDQVIHUV WKHSDFNHW IURP WKH1,&EXIIHU WR
WKHNHUQHOEXIIHU)LJXUH WKHVHFRQGRQHWUDQVIHUVLW LQ
WKHXVHUDSSOLFDWLRQEXIIHU)LJXUHVKRZVWKHFRVWRIWKH
WZRFRSLHVLQ&38F\FOHVSHUE\WHRQWKHPDFKLQHXQGHU
WHVW
$FFRUGLQJ WR WKH1',6 VSHFLILFDWLRQ WKH ILUVW FRS\ LV
SHUIRUPHGE\WKHNdisTransferData()IXQFWLRQ7KH
FRVWRIWKLVIXQFWLRQLVSDUWLFXODUO\KLJKIRUWZRUHDVRQV
 6RPH DGGLWLRQDO RYHUKHDG LV UHTXLUHG EHIRUH WKH
FRS\LQJSURFHVV$FFRUGLQJWRWKH''.GRFXPHQWDWLRQ
>@ D GULYHU PXVW XVH WKLV IXQFWLRQ VLQFH WKH ZKROH
SDFNHW FRXOG QRW EH DYDLODEOH ZKHQ WKH 1,& GULYHU
OHDYHVWKHFRQWUROWRWKHSDFNHWGULYHU7KXV WKLV IXQ
FWLRQ ILUVW FKHFNV ZKHWKHU WKH ZKROH SDFNHW KDV EHHQ
WUDQVIHUUHGLQPHPRU\E\WKH1,&LIQRWLWZDLWVXQWLO
WKHWUDQVIHULVFRPSOHWH
 7KH IXQFWLRQ RSHUDWHV RQ GDWD WKDW LV QRW LQ WKH &38
FDFKH7KHSDFNHWWREHFRSLHGKDVMXVWEHHQWUDQVIHUUHG
IURP WKH1,& RQERDUGPHPRU\ WR WKHPDLQPHPRU\
E\PHDQVRIDEXVPDVWHULQJWUDQVIHUVHH6HFWLRQ
3UHYLRXV SRLQWV H[SODLQ WKH FRVW RI WKH ILUVW FRS\ DV
VKRZQ LQ )LJXUH  VRPH FRQVWDQW SURFHVVLQJ LV GXH
LQGHSHQGHQWO\ WR WKH DPRXQW RI GDWD WKDW KDV WR EH
WUDQVIHUUHG WKLV H[SODLQ KLJKHU FRVWV SHU E\WHV LQ FDVH RI
VPDOO SDFNHWV )RU ODUJHU SDFNHWV WKHVH FRVWV DUH VSUHDG
RYHUDODUJHUPRXQWRIGDWDDFFRXQWLQJIRUDVPDOOHUYDOXH
IRUHDFKE\WHWUDQVIHUUHG
7KH VHFRQG FRS\ XVHV D VWDQGDUG & OLEUDU\ IXQFWLRQ
VXFK DV PHPFS\ ,WV UHVXOWV DUH FRPSDUDEOH ZLWK WKH
RQHVREWDLQHGZKHQFRS\LQJPRVWO\QRQFDFKHGXVHUOHYHO
PHPRU\ EXIIHUV VLQFH PRVW SDFNHWV LQ WKH NHUQHO EXIIHU
DUH QRW LQ WKH &38 FDFKH 7KH FRVW SHU E\WH VOLJKWO\
LQFUHDVHV EHFDXVH WKH ODUJHU WKH SDFNHW LV WKH KLJKHU WKH
SUREDELOLW\QRW WRKDYH LW LQFDFKHDW OHDVWSDUWLDOO\7KH
FRVWSHUE\WHLQFUHDVHVDOVRDFFRUGLQJWRWKHNHUQHOEXIIHU
VL]H)RULQVWDQFHLIWKHDPRXQWRIGDWDLQWKHNHUQHOEXIIHU
LVVPDOOWKHUHLVDKLJKHUSUREDELOLW\WKDWPRVWRILWLVVWLOO
LQ WKH &38 FDFKH VLQFH LWV WUDQVIHU IURP WKH 1,& EXIIHU
GXULQJWKHILUVWFRS\
6XPPDUL]LQJ WKHFRVWRI WKH ILUVWFRS\YDULHVEHWZHHQ
 DQG  FORFN F\FOHV SHU SDFNHWZKLOH WKH RQH RI
WKHVHFRQGFRS\YDULHVEHWZHHQDQGFORFNF\FOHV
SHU SDFNHW $FWXDOO\ FRQVLGHULQJ D  E\WHV KHDGHU
FRQWDLQLQJ D WLPHVWDPS WKH SDFNHW OHQJWK DQG RWKHU
LQIRUPDWLRQ WKDWLVDGGHGWRHDFKSDFNHWEHIRUHVWRULQJLW
LQWKHNHUQHOEXIIHUWKHWRWDOFRVWRIWKHVHFRQGFRS\YDULHV
EHWZHHQDQGFORFNF\FOHVSHUSDFNHW
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&RVWRIWKHILUVWFRS\
&RVWRIWKHVHFRQGFRS\

)LJXUH&RVWSHUE\WHRIPHPRU\FRSLHVZLWK
GLIIHUHQWSDFNHWVL]HV
 ,QWHUDFWLRQZLWKWKHDSSOLFDWLRQ
$OO WKH LQWHUDFWLRQV EHWZHHQ WKH DSSOLFDWLRQ DQG WKH
SDFNHWGULYHUDUHGRQHYLDV\VWHPFDOOV:LQGRZVSURYLGHV
WKH ReadFile() WriteFile() DQG DeviceIo-
Control()V\VWHPFDOOVIRU,2SXUSRVHV$OOWKHVHFDOOV
LQYROYH WZR FRQWH[W VZLWFKHV WKH ILUVW RQH WUDQVIHUV WKH
H[HFXWLRQIURPXVHU OHYHO WKHDSSOLFDWLRQ WRNHUQHO OHYHO
WKHGULYHUWKHVHFRQGRQHUHWXUQVWKHFRQWUROEDFNWRXVHU
OHYHO
7KHFRQWH[WVZLWFKLVZHOONQRZQDVEHLQJDFRPSOH[LW
XVXDOO\ LQYROYHV WKH JHQHUDWLRQ RI DQ LQWHUUXSW DQG WKH
LQLWLDOL]DWLRQ RI VRPH 26 GDWD VWUXFWXUHV DQG WKHUHIRUH
FRVWO\ SURFHVV 2Q WKH PDFKLQH GHSOR\HG IRU RXU
PHDVXUHPHQWV D UHDGOLNH V\VWHP FDOO UHTXLUHV 
FORFN F\FOHV 6XFK D KLJK FRVW PDNHV FRS\LQJ D VLQJOH
SDFNHW SHU V\VWHP FDOO YHU\ LQHIIHFWLYH WKHUHIRUH WKH
FDSWXUH GULYHU WUDQVIHUV EORFNV RI SDFNHWV HDFK WLPH DQ
DSSOLFDWLRQ LQYRNHVDV\VWHPFDOO7KHQXPEHURISDFNHWV
WUDQVIHUUHG ZLWKLQ D V\VWHP FDOO LV GHWHUPLQHG E\ WKH
RFFXSDWLRQ RI WKH NHUQHO EXIIHU DQG JURZV SURSRUWLRQDOO\
ZLWK WKH &38 ORDG 7KLV LQ WXUQ GHSHQGV RQ WKH

27KH WHUPFRQWH[WVZLWFK LVXVHG LPSURSHUO\KHUHVLQFHD WUDQVIHU
IURPXVHUOHYHOWRNHUQHOOHYHOLVDFWXDOO\DSULYLOHJHOHYHOVZLWFKDQGGRHV
QRWQHFHVVDULO\LPSOLHVDVZLWFKRIWKHH[HFXWLRQFRQWH[W
FRPSOH[LW\RI WKHXVHUOHYHODSSOLFDWLRQ LI DQDSSOLFDWLRQ
UHTXLUHV D ORQJ WLPH WR SURFHVV SDFNHWV LW UHWULHYHV GDWD
IURPWKHNHUQHOEXIIHUDWORQJWLPHLQWHUYDOVDQGWKHNHUQHO
EXIIHU LV QRW DGHTXDWHO\ GUDLQHG DQG RQ WKH FRVW RI WKH
FDSWXUHGULYHUSURFHVVLQJWKLVFRGHUXQVDWKLJKHUSULRULW\
WKHUHIRUHWKHNHUQHOEXIIHULVFRQVWDQWO\ILOOHGXS
6LQFH WKH IUHTXHQF\ RI WKH UHDG RSHUDWLRQV DQG KHQFH
WKH QXPEHU RI SDFNHWV UHWULHYHG SHU FDOO DUH KLJKO\
YDULDEOHDJHQHUDOFKDUDFWHUL]DWLRQRIWKHRSHUDWLRQFRVWLQ
FORFN WLFNV SHU SDFNHW LV QRW SRVVLEOH 2Q DQ RYHUORDGHG
PDFKLQH LH &38 XVDJH UHFHLYLQJPLQLPXPVL]H
IUDPHVWKHFDSWXUHGULYHUWUDQVIHUV.E\WHVSHUV\VWHP
FDOO FRUUHVSRQGLQJ WR  SDFNHWV LQFOXGLQJ WKH 
E\WHV KHDGHU DGGHG E\ WKH GULYHU ,Q WKLV VLWXDWLRQ WKH
DYHUDJH FRVW RI D FRQWH[W VZLWFK SHU SDFNHW LV
DSSUR[LPDWHO\  FORFN F\FOHVZKLFK LV QHJOLJLEOH JLYHQ
WKHFRVWLQWURGXFHGE\RWKHUFRPSRQHQWV
 2WKHUSURFHVVLQJFRPSRQHQWV
$OWKRXJK WKH JHQHUDO IHHOLQJ LV WKDW D FDSWXUH GULYHU
VSHQGVPRVWRILWVH[HFXWLRQWLPHLQILOWHULQJDQGFRS\LQJ
SDFNHWVDQGWKLVH[SODLQVZK\DOPRVWDOOWKHSHUIRUPDQFH
LPSURYHPHQWZRUN LQ OLWHUDWXUH IRFXVHV RQ RQH RI WKHP
RXUSURILOLQJUHYHDOHGWKDWRWKHUIDFWRUVVLJQLILFDQWO\DIIHFW
WKH FRVW RI FDSWXULQJ D SDFNHW $PRQJ WKHP WLPHVWDPS
JDWKHULQJLVWKHPRVWUHPDUNDEOH
7KH 13) GULYHU REWDLQV WKH WLPHVWDPS IRU D SDFNHW
WKURXJK WKH KeQueryPerformanceCounter()
:LQ IXQFWLRQ ZKLFK LV WKH RQO\ NHUQHO IXQFWLRQ WKDW
SURYLGHVDWLPHUHIHUHQFHZLWKPLFURVHFRQGSUHFLVLRQ7KH
FRVWRIWKLVIXQFWLRQLVYHU\KLJKEHFDXVHLWKDVWRLQWHUDFW
ZLWK WKH V\VWHP WLPHU FKLS DSSUR[LPDWHO\  FORFN
F\FOHV RQ WKHPDFKLQH XVHG LQ WKLVZRUN 3DUDGR[LFDOO\
WKLV IXQFWLRQ UHTXLUHV PXOWLSOH PLFURVHFRQGV WR UHWXUQ D
UHVXOW ZLWK DQ DFFXUDF\ RI D PLFURVHFRQG +RZHYHU WKLV
ELDV LV DOPRVW FRQVWDQW WKHUHIRUH WKLV WLPHVWDPS FDQ EH
FRQVLGHUHGDYDOLGPHDVXUHRIWKHLUDUULYDOWLPH
$GGLWLRQDOFRVWVLQFOXGHWKHLQWHUDFWLRQZLWK1',6DQG
ZLWK WKH NHUQHO PRVW RI WKHVH LQWHUDFWLRQV PDNH XVH RI
FDOOEDFN IXQFWLRQV ZKLFK DUH FRVWO\ PHFKDQLVPV WKH
PDQDJHPHQWPDSSLQJDQGXQPDSSLQJRIPHPRU\EXIIHUV
LQ XVH LQ WKH NHUQHO DQG WKH FUHDWLRQ RI WKH KHDGHU WKDW
13) DGGV WR HYHU\ SDFNHW ,Q VXPPDU\ WKH FRVWV
DVVRFLDWHG WR WKH H[HFXWLRQ RI D SDFNHW GULYHU H[FOXGLQJ
ILOWHULQJDQGFRS\LQJDPRXQWWRDERXWFORFNF\FOHV
 7RWDOSURFHVVLQJFRVW
)LJXUH  VKRZV D VXPPDU\ RI WKH UHVXOWV SUHVHQWHG LQ
FXUUHQW 6HFWLRQ E\ SORWWLQJ WKH UHODWLYH FRVW RI HDFK
RSHUDWLRQ UHODWLYH WR WKH SURFHVVLQJ RI  E\WH SDFNHWV DW

37KLVYDOXHLVDQXSSHUERXQGFKRVHQE\WKHFXUUHQW:LQ3FDS
4 7KH FRVW RI WKLV IXQFWLRQ KDV EHHQ PHDVXUHG RQ VHYHUDO VLQJOH
SURFHVVRUPDFKLQHVZLWKHTXLYDOHQWUHVXOWV
.ISV 5HVXOWV KDYH EHHQ REWDLQHG ZLWK WKH &RP
&*LJDELWDGDSWHUDQGWKHSVHXGRLQVWUXFWLRQILOWHU
WKHWRWDOFRVWWRSURFHVVDSDFNHWLVFORFNF\FOHV

)LJXUH'HWDLOVRI&38FORFNF\FOHV
$V LW LV HYLGHQW IURP)LJXUH  WKH FRVWV DVVRFLDWHG WR
WKH WLPHVWDPS JDWKHULQJ DQG WR WKH 1,& GULYHU DUH
SUHGRPLQDQW LQ FDVH RI VKRUW SDFNHWV 6LQFH ERWK FRVWV
GHSHQGPRVWO\RQWKHKDUGZDUHVRIWZDUHRSWLPL]DWLRQVDUH
XVHOHVV LQ WKHLU UHVSHFW 6RPH PLQRU RSWLPL]DWLRQV DUH
SRVVLEOH LQWR 1,& GULYHUV EXW WKH\ DUH XVXDOO\ PDGH
XQIHDVLEOHE\YHQGRUVEHFDXVHWKH\GRQRWSXEOLFO\UHOHDVH
WKH VRXUFH FRGHRI WKHLU:LQGULYHUV ,QDQ\FDVH1,&
GULYHU RSWLPL]DWLRQV DUH IDU OHVV XVHIXO WKDQ D PRUH
LQWHOOLJHQWFKLSVHWRQWKH1,&FDUG
0RVWQRWDEO\)LJXUH VKRZVKRZPRVWRSWLPL]DWLRQV
SUHVHQW LQ WKH OLWHUDWXUH ZKLFK IRFXV RQ FRS\LQJ DQG
ILOWHULQJDLPDWUHGXFLQJDFRVWWKDWDFFRXQWVRQO\IRU
RIWKHWRWDOSURFHVVLQJWLPHZKLFKLVDYHU\OLPLWHGYDOXH
LQGHHG
&RQVLGHULQJ PRVWO\ VKRUW SDFNHWV IRU DQDO\]LQJ
SHUIRUPDQFH LV QRW D OLPLWDWLRQ RI WKH FXUUHQW ZRUN )RU
LQVWDQFH D ODUJH VHW RI QHWZRUN DQDO\VLV WRROV QRWDEO\
VQLIIHUVDQGQHWZRUNPRQLWRUVUHTXLUHVRQO\WKHLQLWLDOSDUW
RI WKH SDFNHW HJ WKH ILUVW  E\WHV VR WKDW WKH FDSWXUH
GULYHU ZLOO GLVFDUG DOO WKH UHPDLQLQJ RI WKH SDFNHW 7KLV
FRQILUPVRXUDVVXPSWLRQ WKDW WKHSURILOLQJKDV WREHGRQH
FRQVLGHULQJSDUWLFXODUO\VKRUWSDFNHWV
 ([WHQGLQJWKHYDOLGLW\RIWKHUHVXOWV
$OWKRXJK SUHVHQWHG UHVXOWV UHIHU WR D VSHFLILF WRRO
:LQ3FDSRQDVSHFLILFSODWIRUP:LQWKHLUYDOLGLW\LV
PRUH JHQHUDO 7KH FRVWV UHODWHG WR:LQ3FDS QDPHO\ WKH
WDSSURFHVVLQJILUVWDQGVHFRQGFRSLHVILOWHULQJDUHTXLWH
VLPLODU WR WKH VDPH FRVWV RQ RWKHU DUFKLWHFWXUHV IRU
LQVWDQFH13)LVTXLWHVLPLODUWR%3)$VLPLODUUDWLRQDOLV
EHKLQG FRVWV UHODWHG WR WKH RSHUDWLQJ V\VWHP1,& GULYHU
WLPHVWDPSJDWKHULQJDQGFRQWH[WVZLWFK1,&GULYHUFRVWV
PD\ EH UHGXFHG E\ D QHWZRUN FDUG GHVLJQ WKDW SXVKHV LQ
KDUGZDUHVRPHRIWKHRSHUDWLRQQRUPDOO\GRQHLQVRIWZDUH
EXW WKLV FRXOG EH UDWKHU H[SHQVLYH +DUGZDUHEDVHG
WLPHVWDPS JDWKHULQJ LQ RQH RI WKH PRVW YLDEOH
RSWLPL]DWLRQV WKH ZLGHO\ XVHG '$* FDUGV IURP (QGDFH
>@ SURYLGH VXFK DQ H[DPSOH )RU LQVWDQFH ,QWHOEDVHG
KDUGZDUH GRHV QRW KDYH DQ\ VLPSOH ZD\ WR JHW VXE
PLFURVHFRQGV WLPHVWDPSV EHFDXVH RI WKH ODFN RI
VSHFLDOL]HG FKLSV LQ WKH [ UHIHUHQFH GHVLJQ DQG PRUH
SUHFLVHWLPHVWDPSVPXVWEHJDWKHUHGE\LQWHUSRODWLRQHJ
E\ PHDQV RI WKH &38 KDUGZDUH FRXQWHUV ,Q DGGLFWLRQ
PLFURVHFRQG SUHFLVLRQ LQYROYHV UHDGLQJ GDWD IURP WKH
 FKLSV RU HTXLYDOHQW ZKRVH DFFHVV LV UDWKHU
VORZEHFDXVH WKH\ UHTXLUH ,1287RSHUDWLRQ WKURXJK WKH
V\VWHPEXV
)RU WKH ODVW SRLQW WKH FRQWH[WVZLWFKLQJ LPSDFW LV
QHJOLJLEOH DQG LW GRHV QRW FKDQJH FRQVLGHUDEO\ DPRQJ
GLIIHUHQWRSHUDWLQJV\VWHPVEHFDXVHIRULQVWDQFHLVRQHRI
WKH PRVW FDUHIXOO\ RSWLPL]HG SDUDPHWHU LQ PRGHUQ
RSHUDWLQJV\VWHPV
 2SWLPL]DWLRQ
7KLV 6HFWLRQ SUHVHQWV DQG HYDOXDWHV RSWLPL]DWLRQV WKDW
KDYH EHHQ LPSOHPHQWHG LQ WKH 13) ZLWK WKH SXUSRVH RI
OLPLWLQJERWWOHQHFNVKLJKOLJKWHGLQWKHSUHYLRXV6HFWLRQ
 )LOWHULQJSURFHVV
7KHILOWHULQJV\VWHPXVHGE\:LQ3FDSWKH%6'3DFNHW
)LOHU %3) ZDV SURSRVHG LQ  LQ >@ 6HYHUDO RWKHU
ILOWHULQJ V\VWHPV H[LVW LQ OLWHUDWXUH >@ >@>@>@ EXW
WKHLU VSHHGXSZLWK UHVSHFW WR WKH%3) LVQHJOLJLEOH LQ WKH
PRVWFRPPRQRSHUDWLQJFRQGLWLRQV
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&ORFN&\FOHVMLW VSHHGXS 
)LJXUH  &RVW DQG VSHHGXS RI WKUHH ILOWHUV
ZLWKGLIIHUHQWFRPSOH[LW\XVLQJ-,7FRPSLODWLRQ
$PRQJ WKH VROXWLRQV WR RSWLPL]H %3) G\QDPLF FRGH
JHQHUDWLRQ LH WKH WUDQVODWLRQRISDFNHW ILOWHUV LQWR&38
QDWLYH H[HFXWDEOH FRGH JXDUDQWHHV LPSUHVVLYH
SHUIRUPDQFH LPSURYHPHQWV DFFRUGLQJ WR >@ DQG >@
7KHUHIRUHD-XVW,Q7LPH-,7HQJLQHWKDWWUDQVODWHV%3)
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WKDW DOPRVW DOO WKH QHWZRUN FRQWUROOHUV KHQFH WKH YDVW
PDMRULW\ RI QHWZRUN DGDSWHUV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7KDQNVWRWKLVRSWLPL]DWLRQWKHDYHUDJHFRVWRIWKHILUVW
FRS\GHFUHDVHV IURP WRFORFNF\FOHVSHUE\WH
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LWVSUHFLVLRQLVHTXLYDOHQW WR WKH&38IUHTXHQF\7KH[
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$0'$7+/21 SURFHVVRUV DQG VSHHG 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WRFORFNF\FOHV²DLPSURYHPHQWRIWKHWRWDO
FDSWXULQJFRVW
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6HFWLRQ 7KH FRVW RI WKH RSWLPL]HG SURFHVVLQJ LV 
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ZLWKRXWRSWLPL]DWLRQV
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WKH RSWLPL]DWLRQV 7KH VSHHGXS RI WKH RWKHU FRPSRQHQWV
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RSWLPL]HG FDUGV IRU SDFNHW FDSWXUH 7KHLU FDUG GRHV QRW
KDYHVRSKLVWLFDWHGKDUGZDUHRSWLPL]DWLRQEXWWKH\IL[WKH
SUREOHPVZKHUH WKH\ DUH LH WKH\ OLPLW WKH RYHUKHDGV RI
WKH RSHUDWLQJ V\VWHP %DVLFDOO\ WKHVH FDUGV JHQHUDWH D
WLPHVWDPSLQKDUGZDUHIRUHDFKSDFNHWUHFHLYHGDQGWKH\
WUDQVIHU WKH SDFNHW LQ WKH V\VWHP PHPRU\ EHLQJ FOHYHU
HQRXJK WR PDQDJH WKH EXIIHULQJ PRVWO\ LQ KDUGZDUH
$SSOLFDWLRQVLQXVHUVSDFHFDQUHDGWKHGDWDZLWKRXWDQ\
RWKHU LQWHUPHGLDWH OD\HUV EHFDXVH RSHUDWLQJ V\VWHP
VWUXFWXUHVVXFKDVPRVWRIWKHZRUNGRQHE\D1,&GULYHU
DQGWKH26QDWLYHSURWRFROVWDFNDUHE\SDVVHGFRPSOHWHO\
$OWKRXJKZHGRQRWKDYHDQ\GLUHFWH[SHULPHQWDOGDWD
WKHVH FDUGV DUH DYDLODEOH RQO\ RQ /LQX[ ZKLOH RXU
PHDVXUHPHQWLQIUDVWUXFWXUHZRUNVRQO\RQ:LQZHFDQ
VHHWKDW WKHLUSDFNHWSURFHVVLQJRYHUKHDG LV OLPLWHGWR WKH
ILOWHULQJ SOXV VRPH DGGLWLRQDO RYHUKHDG WKDW FDQ EH VHHQ
FRPSDUDEOH ZLWK WKH WDS SURFHVVLQJ EXIIHU PDQDJHPHQW
FDQQRW EH GRQH WRWDOO\ LQ KDUGZDUH DQG VRPH LQWHUDFWLRQ
ZLWK WKH NHUQHOVSDFH LV QHHGHG >@ FRQILUP WKDW WKH
RYHUDOO FRVW LQ/LQX[ LV FORFNF\FOHVZKLFKFDQEH
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 FRPSDUHG WR DQ
RSWLPL]HG DOOVRIWZDUH V\VWHP 6XFK D OLPLWHG KDUGZDUH
VXSSRUWFDQJXDUDQWHHDQHZOLIHIRUVRIWZDUHEDVHGSDFNHW
FDSWXUHDQGDQDO\VLVDSSOLFDWLRQV
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LGHQWLILHV WKH FRPSRQHQWV LQYROYHG LQ SDFNHW FDSWXUH DQG
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TXDQWLWDWLYH FRQFOXVLRQ WKDW FRQWUDU\ WR FRPPRQ EHOLHI
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